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Proposal ID 740944 Acronym CANARD

1 - General information

Acronym |CANARD

Proposal title* |Critical Airspace protectioN Against Rogue Drones

Note that for technical reasons, the following characters are not accepted in the Proposal Title and will be removed: <>" &

Duration in months |36

Fixed keyword 1 |  Fight against criminality -

Free keywords |Rogue UAV Detection Identification Neutralisation
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Abstract

The project aims at developing an intelligent platform to detect, identify and neutralise rogue UAVs operated by malevolent
organisations. The threats coming from UAVs have revealed a security gap with regards to critical installations (factories,
airports, nuclear plants), border contraband, terror, etc. The system will provide solutions to react against these threats and
reduce the risk of collateral damage. The platform comprises fixed and mobile components that can be integrated in C2
systems equipping law enforcement agencies and authorities in charge of critical infrastructures. Detection is based on the
latest innovative technologies coupling non radar sensors (acoustic, optics), Volume Surveillance Radar and communication
intelligence. Automatic Identification and threat evaluation will be based on innovative fusion and correlation of data including
learning mechanisms and intelligent radio interception (RC, Telemetry and video). The neutralisation (soft kill) of the rogue
UAVs will be performed using a combination of solutions that can be operated from the ground or from airborne assets
(including RPASS). It combines various types of deception and jamming techniques, targeting the navigation systems and
the data links. The solutions will be tested in two types of scenario, protection of critical infrastructure and protection of public
events, with different types of rogue UAVs (mini UAV, quadcopter). The presence in the consortium of global players in
RPAS and in C2, sensors and cybersecurity domain warrants the operability of the solutions and a quick exploitation. The
consortium also encompasses SMEs that will develop affordable solutions and Research centres/academia to provide
beyond state of the art advances. The project duration will be 3 years with two successive iterations of the system
development, in full collaboration with the practitioners involved. The end-users that own the infrastructures for CANARD
testbeds will be also involved actively.

Remaining characters 0

Has this proposal (or a very similar one) been submitted in the past 2 years in response to a call for

proposals under the 7th Framework Programme, Horizon 2020 or any other EU programme(s)? " Yes (& No
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Declarations

1) The coordinator declares to have the explicit consent of all applicants on their participation and on the content %4
of this proposal.

2) The information contained in this proposal is correct and complete. X

3) This proposal complies with ethical principles (including the highest standards of research integrity — as set
out, for instance, in the European Code of Conduct for Research Integrity — and including, in particular,
avoiding fabrication, falsification, plagiarism or other research misconduct).

4) The coordinator confirms:

- to have carried out the self-check of the financial capacity of the organisation on

http://ec.europa.eu/research/participants/portal/desktop/en/organisations/Ifv.html or to be covered by a financial
viability check in an EU project for the last closed financial year. Where the result was “weak” or “insufficient”, Q
the coordinator confirms being aware of the measures that may be imposed in accordance with the H2020
Grants Manual (Chapter on Financial capacity check); or

- is exempt from the financial capacity check being a public body including international organisations, higher or
secondary education establishment or a legal entity, whose viability is guaranteed by a Member State or C
associated country, as defined in the H2020 Grants Manual (Chapter on Financial capacity check); or

- as sole participant in the proposal is exempt from the financial capacity check. C

5) The coordinator hereby declares that each applicant has confirmed:

- they are fully eligible in accordance with the criteria set out in the specific call for proposals; and X

- they have the financial and operational capacity to carry out the proposed action. X

The coordinator is only responsible for the correctness of the information relating to his/her own organisation. Each applicant
remains responsible for the correctness of the information related to him/her and declared above. Where the proposal to be
retained for EU funding, the coordinator and each beneficiary applicant will be required to present a formal declaration in this
respect.

According to Article 131 of the Financial Regulation of 25 October 2012 on the financial rules applicable to the general budget of the Union
(Official Journal L 298 of 26.10.2012, p. 1) and Article 145 of its Rules of Application (Official Journal L 362, 31.12.2012, p.1) applicants
found guilty of misrepresentation may be subject to administrative and financial penalties under certain conditions.

Personal data protection

The assessment of your grant application will involve the collection and processing of personal data (such as your name, address and CV),
which will be performed pursuant to Regulation (EC) No 45/2001 on the protection of individuals with regard to the processing of personal
data by the Community institutions and bodies and on the free movement of such data. Unless indicated otherwise, your replies to the
questions in this form and any personal data requested are required to assess your grant application in accordance with the specifications of
the call for proposals and will be processed solely for that purpose. Details concerning the purposes and means of the processing of your
personal data as well as information on how to exercise your rights are available in the privacy statement. Applicants may lodge a complaint
about the processing of their personal data with the European Data Protection Supervisor at any time.

Your personal data may be registered in the Early Detection and Exclusion system of the European Commission (EDES), the new system
established by the Commission to reinforce the protection of the Union's financial interests and to ensure sound financial management, in
accordance with the provisions of articles 105a and 108 of the revised EU Financial Regulation (FR) (Regulation (EU, EURATOM)
2015/1929 of the European Parliament and of the Council of 28 October 2015 amending Regulation (EU, EURATOM) No 966/2012) and
articles 143 - 144 of the corresponding Rules of Application (RAP) (COMMISSION DELEGATED REGULATION (EU) 2015/2462 of 30
October 2015 amending Delegated Regulation (EU) No 1268/2012) for more information see the Privacy statement for the EDES

Database).
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List of participants

# Participant Legal Name Country

1 |AIRBUS DS SAS France

2 |FRAUNHOFER GESELLSCHAFT ZUR FOERDERUNG DER ANGEWANDTEN FORSCHUNG E.V. Germany

3 |AVIONTEK GMBH Germany

4 |MINISTRY OF NATIONAL DEFENCE, GREECE Greece

5 CSEM CENTRE SUISSE D'ELECTRONIQUE ET DE MICROTECHNIQUE SA - RECHERCHE ET Switzerland

DEVELOPPEMENT

6 |ALTUS LSA COMMERCIAL AND MANUFACTURING SA Greece

7 |ETHNIKO KAI KAPODISTRIAKO PANEPISTIMIO ATHINON Greece

8 |EUROPEAN EMERGENCY NUMBER ASSOCIATION ASBL Belgium

9 |General Inspectorate of Romanian Police Romania

10 |INTELLIGENCE FOR ENVIRONMENT AND SECURITY SRL IES SOLUTIONS SRL Italy

11 |UNIVERSITY OF GLASGOW United Kingdom

12 |[SATELLITE APPLICATIONS CATAPULT LIMITED United Kingdom

13 |[Cyprus police Cyprus

14 |BYBLOS GROUP France

15 (C3lI Intelligent Systems Ltd Cyprus

16 |Groupe d'intervention de la gendarmerie nationale France

17 |UNIVERSITE DE TOULON France
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Proposal ID 740944 Acronym CANARD Short name AIRBUS DS SAS

Department(s) carrying out the proposed work

Department 1

Department name |TTRP

[] not applicable

Same as organisation address

Street |BOULEVARD JEAN MOULIN - ZAC DE LA CLEF S

Town [ELANCOURT

Postcode {78990

Country |France

Dependencies with other proposal participants

Character of dependence Participant
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Short name AIRBUS DS SAS

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title |Mr.

First name Philippe

E-Mail philippe.chrobocinski@airbus.com

Sex (¢ Male ( Female

Last name CHROBOCINSKI

Position in org. [Head of R&T Integrated Systems

Department |TTRP

[ ] Same as organisation

Same as organisation address

Street [BOULEVARD JEAN MOULIN - ZAC DE LA CLEF SAINT PIERRE 1

Town |ELANCOURT

Post code |78990

Country [France

Website |www.airbus.com

Phone 1 |+33607798307 Phone 2 [+33161387688 Fax

Other contact persons

First Name Last Name E-mail

Phone

Herve Mokrani

herve.mokrani@airbus.com
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PIC Legal name
999984059 FRAUNHOFER GESELLSCHAFT ZUR FOERDERUNG DER ANGEWANDTEN FORSCHUNG E.V.

Street HANSASTRASSE 27C
Town MUNCHEN

Postcode 80686

Country Germany

Webpage www.fraunhofer.de

Research and Innovation legal statuses

Public body .........cooiiiiii no Legal person .........ccccooeiiiiiiininnnns yes
NON-Profit .......cooiiiiii e yes

International organisation ................coeviieuieninnen. no

International organisation of European interest ...... no

Secondary or Higher education establishment ....... no

Research organisation ..............cccooeviiiiiiiinninnnn. yes

Enterprise Data

SME self-declared status...........ccccovvviiiiiininnnne.. 2007 - no
SME self-assessment ........cocvevviieiiiiiiiiiiniinnnnn. unknown
SME validation SMe........c.covviiiiiiiiiiiiiieieeeenns 2007 - no

Based on the above details of the Beneficiary Registry the organisation is not an SME (small- and medium-sized enterprise) for the call.

NACE Code: 721 - Research and experimental development on natural sciences and engineering
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Short name Fraunhofer

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

Fraunhofer IVI - Department of Strategy and Optimization

[] not applicable

[ ] Same as organisation address

ZeunerstralRe 38

Dresden

01069

Germany

Dependencies with other proposal participants

Character of dependence

Participant
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Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title

First name

E-Mail

Position in org.

Department

Dr. Sex (¢ Male ( Female
Ralf Last name Hedel
ralf.hedel@ivi.fraunhofer.de

Project manager

Fraunhofer IVI - Department of Strategy and Optimization

[ ] Same as organisation

[ ] Same as organisation address

Street [Zeunerstral3e 38
Town [Dresden Post code [01069
Country |Germany
Website |http://www.ivi.fraunhofer.de/
Phone 1 |+493514640679 Phone 2 Fax +493514640803
Other contact persons
First Name Last Name E-mail Phone
Patrick Brausewetter patrick.brausewetter@ivi.fraunhofer.de +493514640655
Daniela Larsen daniela.larsen@ivi.fraunhofer.de +493514640817
Christoph Schulte christoph.schulte@zv.fraunhofer.de +49 89 1205-2728
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Short name AVIONTEK GMBH

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

R&D

[] not applicable

Same as organisation address

HAUS NR. 5, GDE. KRANZBERG 5

SCHONBICHL

85402

Germany

Dependencies with other proposal participants

Character of dependence

Participant
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Short name AVIONTEK GMBH

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title |Prof.

First name Joerg

E-Mail joerg.schaller@aviontek.com

Sex (¢ Male ( Female

Last name Schaller

Position in org. [Founder | Director

Department |[R&D

[ ] Same as organisation

Same as organisation address

Street [HAUS NR. 5, GDE. KRANZBERG 5

Town [SCHONBICHL

Post code |85402

Country |Germany

Website |www.aviontek.com

Phone 1 |+491728913518 Phone 2 |+4917289135180 Fax
Other contact persons
First Name Last Name E-mail Phone
Marc Bonazountas marc.bonazountas@aviontek.com
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Acronym CANARD Short name HMOD

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

Department for the Management of European & Development Projects

[] not applicable

Same as organisation address

MESOGION 227-231

HOLARGOS, ATHENS

15500

Greece

Dependencies with other proposal participants

Character of dependence Participant

H2020-CP-2016.pdf Ver1.00 20160617 Page 16 of 62

Last saved 25/08/2016 15:41:08

This proposal version was submitted by Philippe CHROBOCINSKI on 25/08/2016 16:58:21 Brussels Local Time. Issued by the Participant Portal Submission Service.




European Commission

ey Research & Innovation - Participant Portal
Proposal Submission Forms
Proposal ID 740944 Acronym CANARD Short name HMOD

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title [Mr. Sex (¢ Male ( Female

First name Petros Last name Alexiadis

E-Mail head@dideap.mil.gr

Position in org. [Director

Department |Department for the Management of European & Development Projects [] Same as organisation

Same as organisation address

Street [MESOGION 227-231

Town |HOLARGOS, ATHENS Post code [15500

Country |Greece

Website |www.dideap.mil.gr

Phone 1 [+302106598158 Phone 2 [+302106598132 Fax +302106598718

Other contact persons

First Name Last Name E-mail Phone

Sotiris Glykofrydis sglikofridis@dideap.mil.gr +302106598552

Dimitrios Spyrou dimitrios.spirou@gmail.com +302106551287
Panagiotis Karargiris pkarargiris@gmail.com

Panagiotis Sianas p.g.sianas@army.gr
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Short name CSEM

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

Integrated and Wireless Systems

[] not applicable

Same as organisation address

RUE JAQUET DROZ 1

NEUCHATEL

2002

Switzerland

Dependencies with other proposal participants

Character of dependence

Participant
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Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title [Dr. Sex (¢ Male ( Female

First name John Last name Farserotu

E-Mail john.farserotu@csem.ch

Position in org. [Head of Wireless Program

[ ] Same as organisation

Department |Integrated and Wireless Systems Division

Same as organisation address

Street |RUE JAQUET DROZ 1

Town [NEUCHATEL Post code [2002

Country [Switzerland

Website |www.csem.ch

Phone 1 [+41327205482 Phone 2 Fax
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Short name ALTUS

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

R&D

[] not applicable

Same as organisation address

RENIERI STR 9

CHANIA

73134

Greece

Dependencies with other proposal participants

Character of dependence

Participant
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Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title [Mrs Sex (" Male (¢ Female

First name Vassiliki Last name Apostolopoulou

E-Mail vapostolopoulou@altus-lsa.com

Position in org. [Manager of R&D

Department [ALTUS LSA COMMERCIAL AND MANUFACTURING SA Same as organisation

Same as organisation address

Street [RENIERI STR 9

Town |CHANIA Post code |73134

Country |Greece

Website |www.altus-lsa.com

Phone 1 |+3028210 44492 Phone 2 Fax  |+3028210 44493

Other contact persons

First Name Last Name E-mail Phone
Maria Sarri msarri@altus-lsa.com
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Short name UoA

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

Dept. of Informatics and Telecommunications

[] not applicable

[ ] Same as organisation address

Panepistimiopolis

Athens

15784

Greece

Dependencies with other proposal participants

Character of dependence

Participant
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Acronym

CANARD Short name UoA

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title

First name

E-Mail

Position in org.

Department

Prof.

Stathes

shadj@di.uoa.gr

Sex (¢ Male ( Female

Last name Hadjiefthymiades

Associate Professor

Dept. of Informatics and Telecommunications

[ ] Same as organisation

[ ] Same as organisation address

Street [Panepistimiopolis
Town |Athens Post code (15784
Country |Greece
Website |p-comp.di.uoa.gr
Phone 1 |+302107275148 Phone 2 |+306945433833 Fax +302107275214
Other contact persons
First Name Last Name E-mail Phone
Vassilis Papataxiarhis vpap@di.uoa.gr +302107275127
Kakia Panagidi kakiap@di.uoa.gr +302107275121
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Short name EENA

Department(s) carrying out the proposed work

No department involved

Department name

not applicable

[ ] Same as organisation address

Street |Please enter street name and number.

Town

Postcode

Country

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal ID 740944

Acronym CANARD

Short name EENA

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title

First name

E-Mail

Position in org.

Department

Mr.

Tony

tob@eena.org

Sex (¢ Male ( Female

Last name O'brien

Deputy Executive Director

EUROPEAN EMERGENCY NUMBER ASSOCIATION ASBL

Same as organisation

Same as organisation address

Street |AVENUE DE LA TOISON D'OR 79
Town |BRUXELLES Post code (1060
Country |Belgium
Website |www.eena.org
Phone 1 |+32 (0)2 534 97 89 Phone 2 Fax
Other contact persons
First Name Last Name E-mail Phone
Alexis Gizikis ag@eena.org
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Short name GIRP

Department(s) carrying out the proposed work

No department involved

Department name

not applicable

[ ] Same as organisation address

Street |Please enter street name and number.

Town

Postcode

Country

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal ID 740944 Acronym CANARD Short name GIRP

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title [Mr. Sex (¢ Male ( Female

First name Radu Last name Petre

E-Mail radu.petre@politiaromana.ro

Position in org. [Project Officer

Department |Project Management Directorate [ ] Same as organisation

Same as organisation address

Street |Mihai Voda , no 5

Town |Bucharest Post code

Country |Romania

Website |www.politiaromana.ro

Phone 1 {0040 21 208 25 25 Phone 2 Fax
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Proposal ID 740944 Acronym CANARD Short name IES SOLUTIONS
PIC Legal name
999583255 INTELLIGENCE FOR ENVIRONMENT AND SECURITY SRL IES SOLUTIONS SRL

Street VIA MONTE SENARIO 98
Town ROMA

Postcode 00141

Country lItaly

Webpage http://www.iessolutions.eu

Research and Innovation legal statuses

Public body .........cooiiiiii no Legal person .........ccccooeiiiiiiininnnns yes
NON-Profit .......cooiiiiii e unknown
International organisation ................coeviieuieninnen. unknown
International organisation of European interest ...... unknown
Secondary or Higher education establishment ....... unknown
Research organisation ..............cccooeviiiiiiiinninnnn. unknown

Enterprise Data

SME self-declared status.............ccoovvieieniinnnennn. 2012 - yes
SME self-assessment ...........ccocoeviiiieniiininninnn. 2012 - yes
SME validation Sme..........ccoooeviiiiiiiiiiiaann, 2008 - yes

Based on the above details of the Beneficiary Registry the organisation is an SME (small- and medium-sized enterprise) for the call.

NACE Code: 72 - Scientific research and development
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Proposal ID 740944

Acronym CANARD

Short name |IES SOLUTIONS

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

Research and Development

[] not applicable

Same as organisation address

VIA MONTE SENARIO 98

ROMA

00141

Italy

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal Submission Forms

Proposal ID 740944 Acronym

CANARD

Short name |IES SOLUTIONS

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title

First name

E-Mail

Position in org.

Dr.

Uberto

u.delprato@i4es.it

Sex

(¢ Male ( Female

Last name Delprato

CEO

Department |[INTELLIGENCE FOR ENVIRONMENT AND SECURITY SRL IES SOLUTION Same as organisation
Same as organisation address
Street |VIA MONTE SENARIO 98
Town |ROMA Post code (00141
Country |ltaly
Website |www.iessolutions.eu
Phone 1 |+39-346-6367499 Phone 2 |+39-06-8184832 Fax +39-06-87459009
Other contact persons
First Name Last Name E-mail Phone
Massimo Cristaldi m.cristaldi@iessolutions.eu +39-348-2816167
Mattia Perruzza m.perruzza@iessolutions.eu +39-06-8184832
Giovanni Tusa g.tusa@iessolutions.eu +39-095-495563
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Proposal ID 740944 Acronym CANARD

Short name UNIVERSITY OF GLASGOW

Department(s) carrying out the proposed work

Department 1

Department name |SCHOOL OF COMPUTING SCIENCE

[] not applicable

Same as organisation address

Street |UNIVERSITY AVENUE

Town |GLASGOW

Postcode |G12 8QQ

Country |United Kingdom

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal Submission Forms

Proposal ID 740944

Acronym CANARD

Short name UNIVERSITY OF GLASGOW

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title

First name

E-Mail

Position in org.

Department

Dr.

Christos

Sex

(¢ Male ( Female

Last name Anagnostopoulos

christos.anagnostopoulos@glasgow.ac.uk

RESEARCH FELLOW

UNIVERSITY OF GLASGOW

Same as organisation address

Same as organisation

Street |UNIVERSITY AVENUE
Town |GLASGOW Post code [G12 8QQ
Country [United Kingdom
Website |www.gla.ac.uk/schools/computing/staff/christosanagnostopoulos
Phone 1 01413307252 Phone 2 Fax
Other contact persons
First Name Last Name E-mail Phone
Dimitrios Pezaros dimitrios.pezaros@glasgow.ac.uk
Joe Galloway joe.galloway@glasgow.ac.uk 01413303884
Joe Galloway rso-ecas@glasgow.ac.uk
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Proposal ID 740944 Acronym CANARD Short name SATELLITE APPLICATIONS CATAPULT
PIC Legal name
948376179 SATELLITE APPLICATIONS CATAPULT LIMITED

Street ELECTRON BUILDING FERMI AVENUE
Town HARWELL OXFORDSHIRE
Postcode 0OX11 0QR
Country United Kingdom

Webpage www.sa.catapult.org.uk

Research and Innovation legal statuses

Public body .........cooiiiiii no Legal person .........ccccooeiiiiiiininnnns yes
NON-Profit .......cooiiiiii e yes

International organisation ................coeviieuieninnen. no

International organisation of European interest ...... no

Secondary or Higher education establishment ....... no

Research organisation ..............cccooeviiiiiiiinninnnn. yes

Enterprise Data

SME self-declared status.............ccoovvieieniinnnennn. 2012 - yes
SME self-assessment ...........ccocoeviiiieniiininninnn. 2012 - yes
SME validation SMe...........covvuiiiiiiiiiiiiiieeennes unknown

Based on the above details of the Beneficiary Registry the organisation is an SME (small- and medium-sized enterprise) for the call.

NACE Code: 74 - Other professional, scientific and technical activities
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Short name SATELLITE APPLICATIONS CATAPULT

Department(s) carrying out the proposed work

No department involved

Department name

not applicable

[ ] Same as organisation address

Street |Please enter street name and number.

Town

Postcode

Country

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal ID 740944 Acronym CANARD Short name SATELLITE APPLICATIONS CATAPULT

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title [Ms Sex (" Male (¢ Female

First name Helen Last name Harrison

E-Mail helen.harrison@sa.catapult.org.uk

Position in org. [Bid Manager

Department |SATELLITE APPLICATIONS CATAPULT LIMITED Same as organisation

Same as organisation address

Street [ELECTRON BUILDING FERMI AVENUE

Town |HARWELL OXFORDSHIRE Post code [OX11 0QR

Country |United Kingdom

Website |sa.catapult.org.uk

Phone 1 |+44 1235 567 999 Phone 2 |+44 1235 567627 Fax

Other contact persons

First Name Last Name E-mail Phone

Ashweeni Beeharee ashweeni.beeharee@sa.catapult.org.uk +441235567999

Kieran Arnold kieran.arnold@sa.catapult.org.uk +441235567999
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Short name Cyprus police

Department(s) carrying out the proposed work

Department 1

Department name |Technological Development Department

[] not applicable

[ ] Same as organisation address

Street [Antistratigou Floraki str

Town |NICOSIA

Postcode (1478

Country |Cyprus

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal ID 740944 Acronym CANARD Short name Cyprus police

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title [Dr. Sex (¢ Male ( Female

First name Loizos Last name Prastitis

E-Mail Iprastitis@police.gov.cy

Position in org. [Director

[ ] Same as organisation

Department |Technological Development Department

[ ] Same as organisation address

Street [Antistratigou Floraki str

Town |[Nicosia Post code [1478

Country |Cyprus

Website |www.police.gov.cy

Phone 1 |+357-22808952 Phone 2 Fax  |+35722808348

Other contact persons

First Name Last Name E-mail Phone
Chryso Angeli cangeli@police.gov.cy +35722808952
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Proposal ID 740944 Acronym CANARD

Short name BYBLOS GROUP

Department(s) carrying out the proposed work

No department involved

Department name

not applicable

[ ] Same as organisation address

Street |Please enter street name and number.

Town

Postcode

Country

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal ID 740944 Acronym CANARD

Short name BYBLOS GROUP

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title

First name

E-Mail

Position in org.

Department

Street

Town

Country

Website

Mr.

Robert

Sex (e Male

Last name JAWHAR

robert.jawhar@byblos-group-holding.com

Technical Director

BYBLOS GROUP

Same as organisation address

1 allée des écureuils

LISSIEU

Post code |69380

France

www.byblos-group-holding.com

Phone 1

+33 4 72 54 88 58 Phone 2 Fax

Other contact persons

(" Female

Same as organisation

First Name Last Name E-mail Phone

Tiffany Perussel tiffany.perussel@byblos-group-holding.com | +33472548858

Eric GEORGES eric.georges@roboost-sdh.com +33608483752
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Short name C3lI Intelligent Systems Ltd

Department(s) carrying out the proposed work

No department involved

Department name

not applicable

[ ] Same as organisation address

Street |Please enter street name and number.

Town

Postcode

Country

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal Submission Forms
Proposal ID 740944 Acronym CANARD Short name C3l Intelligent Systems Ltd

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title [Mr. Sex (¢ Male ( Female

First name Michael Last name Pierettis

E-Mail m.pierettis@c3i.com.cy

Position in org. [Managing Director

Department |C3lI Intelligent Systems Ltd Same as organisation

Same as organisation address

Street |25 Grigori Afxentiou

Town |[Larnaca Post code |7550

Country |Cyprus

Website |www.c3i.com.cy

Phone 1 |+357 96 236577 Phone 2 Fax
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Acronym CANARD

Short name GIGN

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

Recherche et Développement

[] not applicable

[ ] Same as organisation address

Caserne Pasquier

Versailles

78013

France

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal ID 740944 Acronym CANARD Short name GIGN

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title [Mr. Sex (¢ Male ( Female

First name David Last name Etevenard

E-Mail david.etevenard@gendarmerie.interieur.gouv.fr

Position in org. [Chief of service

[ ] Same as organisation

Department [Recherche et Développement

[ ] Same as organisation address

Street [Caserne Pasquier

Town |Versailles Post code |78013

Country [France

Website |http://www.gendarmerie.interieur.gouv.fr/gign

Phone 1 [+33 (0)1 77 78 43 01 Phone 2 Fax
Other contact persons
First Name Last Name E-mail Phone
Eric Jougla eric.jougla@gendarmerie.interieur.gouv.fr
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Proposal ID 740944

Acronym CANARD

Short name UNIVERSITE DE TOULON

Department(s) carrying out the proposed work

Department 1

Department name

Street

Town

Postcode

Country

Information and Dynamics Group

[] not applicable

Same as organisation address

AVENUE DE L UNIVERSITE

LA GARDE

83130

France

Dependencies with other proposal participants

Character of dependence

Participant
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Proposal Submission Forms
Proposal ID 740944 Acronym CANARD Short name UNIVERSITE DE TOULON

Person in charge of the proposal

The name and e-mail of contact persons are read-only in the administrative form, only additional details can be edited here. To give access
rights and basic contact details of contact persons, please go back to Step 4 of the submission wizard and save the changes.

Title |Prof. Sex (¢ Male ( Female

First name Herve Last name Glotin

E-Mail glotin@univ-tin.fr

Position in org. [Head of Information Dynamics & Integration Group

[ ] Same as organisation

Department |Information Dynamics & Integration Group

Same as organisation address

Street |AVENUE DE L UNIVERSITE

Town (LA GARDE Post code 83130

Country [France

Website |http://glotin.univ-tin.fr

Fax

Phonel [+33494 14 28 24 Phone 2
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Proposal ID 740944 Acronym CANARD

3 - Budget for the proposal

No | Participant | Country (A (B) © (D) ® (F) (G) (H) (1 ) (K)
Direct Other direct | Direct costs of | Direct costs of | Costs ofinkind | |ndirect Costs | Special unit Total Reimburse- Max.EU Requested
personnel costs/€ sub- providing contributions /€ costs covering| estimated | ment rate (%) | Contribution / EU
costs/€ contracting/€ financial n%teﬁ;iiigr ,t:e direct & eligible costs € Contribution/
support to premises>/€ (=0.25(A+B-E)) | indirect costs /€ €
third parties/€ /€ (=A+B+C+D+F (=H*1)
+G)

@ @ @ @ @ @ @ @ @ @
1 [Airbus Ds Sas| FR 355200 87500 0 0 0 110675,00 0 553375,00 100 553375,00 553375,00
2 Fraunhofer DE 343200 27000 0 0 0 92550,00 0 462750,00 100 462750,00 462750,00

Aviontek
3 Gmbh DE 132000 8000 0 0 0 35000,00 0 175000,00 100 175000,00 175000,00
4 Hmod EL 240000 27000 0 0 0 66750,00 0 333750,00 100 333750,00 333750,00
5 Csem CH 420068 15000 35000 0 0 108767,00 0 578835,00 100 578835,00 578835,00
6 Altus EL 346500 54000 0 0 0 100125,00 0 500625,00 100 500625,00 500625,00
7 Uoa EL 378400 34000 0 0 0 103100,00 0 515500,00 100 515500,00 515500,00
8 Eena BE 86100 8000 0 0 0 23525,00 0 117625,00 100 117625,00 117625,00
9 Girp RO 37950 25000 0 0 0 15737,50 0 78687,50 100 78687,50 78687,50
10 | les Solutions IT 235600 25000 0 0 0 65150,00 0 325750,00 100 325750,00 325750,00
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Proposal ID 740944 Acronym CANARD

1 Urg‘l’:;Z‘;yWOf UK 238524 30000 0 0 67131,00 o|  335655,00 100 335655,00]  335655,00
Satellite

12 Wi ianen MUK 233200 120000 0 0 88300,00 o  441500,00 100 441500,000  441500,00
Catapult

13 | Cyprus Police| CY 60000 9000 0 0 17250,00 0 86250,00 100 86250,00 86250,00

14 | Byblos Group | FR 62155 10000 0 0 18038,75 0 90193,75 100 90193,75 90193,75

1g || S MEEEL | G 165000 75000 0 0 60000,00 o/  300000,00 100 300000,00]  300000,00
Systems Ltd

16 Gign FR 90000 13000 0 0 25750,00 o|  128750,00 100 128750,00]  128750,00

17 U“‘¥§LSI‘(§$]D9 FR 130500 10000 0 0 35125,00 0 175625,00 100 175625,00 175625,00

Total 3554397 577500 35000 0| 1032974,25 o| 5199871,25 5199871,25| 5199871,25
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4 - Ethics issues table

1. HUMAN EMBRYOS/FOETUSES Page
Does your research involve Human Embryonic Stem Cells (hESCs)? ("Yes (¢ No
Does your research involve the use of human embryos? ("Yes (¢ No
Does your research involve the use of human foetal tissues / cells? (" Yes (@ No
2. HUMANS Page
Does your research involve human participants? ("Yes (&No
Does your research involve physical interventions on the study participants? ("Yes (¢ No
3. HUMAN CELLS / TISSUES Page

Does your research involve human cells or tissues (other than from Human Embryos/ (C"Yes (& No
Foetuses, i.e. section 1)?

4. PERSONAL DATA Page

Does your research involve personal data collection and/or processing? (CYes (¢ No

Does your research involve further processing of previously collected personal data CYes (o No
(secondary use)?

5. ANIMALS Page

Does your research involve animals? (CYes (¢ No

6. THIRD COUNTRIES Page

In case non-EU countries are involved, do the research related activities undertaken in C Yes (& No
these countries raise potential ethics issues?

Do you plan to use local resources (e.g. animal and/or human tissue samples, genetic C Yes (& No
material, live animals, human remains, materials of historical value, endangered fauna or
flora samples, etc.)?

Do you plan to import any material - including personal data - from non-EU countries into CYes & No
the EU?

Do you plan to export any material - including personal data - from the EU to non-EU CYes @

. No
countries?

In case your research involves low and/or lower middle income countries, are any CYes (¢ No
benefits-sharing actions planned?

Could the situation in the country put the individuals taking part in the research at risk? | Yes (& No
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7. ENVIRONMENT & HEALTH and SAFETY Page

Does your research involve the use of elements that may cause harm to the C Yes (& No
environment, to animals or plants?

Does your research deal with endangered fauna and/or flora and/or protected areas? (" Yes (¢ No

Does your research involve the use of elements that may cause harm to humans, C Yes (& No
including research staff?

8. DUAL USE Page

Does your research involve dual-use items in the sense of Regulation 428/2009, C Yes (& No
or other items for which an authorisation is required?

9. EXCLUSIVE FOCUS ON CIVIL APPLICATIONS Page

Could your research raise concerns regarding the exclusive focus on civil applications? [ Yes (¢ No

10. MISUSE Page

Does your research have the potential for misuse of research results? @ Yes (C No 62

11. OTHER ETHICS ISSUES Page

Are there any other ethics issues that should be taken into consideration? Please specify |~ yes (& No

| confirm that | have taken into account all ethics issues described above and that, if any ethics issues
apply, | will complete the ethics self-assessment and attach the required documents.

How to Complete your Ethics Self-Assessment
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5 - Call specific questions

Societal Impact Table

1. Does the proposed research address documented societal security need(s) (e.g. life,

5. Do segment(s) of society benefit from the proposed research?

(¢ Yes

("' No

liberty, health, employment, property, environment, values)? (¢Yes ("No 24-30
2. Does the research output meet these needs? Will this be demonstrated? Will the level 24-30
of societal acceptance be assessed? (®Yes ("No
3. Does the research address threats to society (e.g. crime, terrorism, pandemic, natural 24-30
and man-made disasters etc.)? ¢Yes ("No
4. Does the proposed research address in an appropriate way these threats? ®Yes ( No 24-30

24-30

6. Does society as a whole benefit from the proposed research?

(e Yes

(" No

24-30

7. Are there other European societal values that are enhanced by the proposed
research e.g. public accountability and transparency; strengthened community

impacts described above?

involvement; human dignity; good governance; social and territorial cohesion; ®Yes ("No 24-30
sustainable development etc.?

8. If implemented, could the research have a negative impact on the rights and values

enshrined in the Treaties (e.g. freedom of association, freedom of expression, protection |~ yes (8 No

of personal dignity, privacy and data protection.

9. If implemented, could the research impact disproportionately upon specific groups or

unduly discriminate against them? ("Yes (&No

10. Will specific measures be taken to ensure that the research outcomes comply with

the European Charter of Fundamental Rights and to mitigate against any of the negative | g Yyes (" No 62

H2020-CP-2016.pdf Ver1.00 20160617 Page 61 of 62

Last saved 25/08/2016 15:41:08

This proposal version was submitted by Philippe CHROBOCINSKI on 25/08/2016 16:58:21 Brussels Local Time. Issued by the Participant Portal Submission Service.




European Commission

o, Research & Innovation - Participant Portal
T Proposal Submission Forms
Proposal ID 740944 Acronym CANARD

Data management activities
A new focus within Horizon 2020 is data management, for example through the use of Data Management Plan (DMP).

DMPs detail what data the project will generate, whether and how it will be exploited or made accessible for verification and
re-use, and how it will be curated and preserved.

The use of a DMP is required for projects participating in the Open Research Data Pilot in the form of a deliverable in the first
6 months of the project (possible updates during the project).

Other projects are invited to submit a DMP if relevant for their planned research.

Are data management activities relevant for your proposed project? C Yes (¢ No

Open Research Data Pilot in Horizon 2020

All applicants can participate in the Pilot on Open Research Data in Horizon 2020 on a voluntary basis. This Pilot aims to
improve and maximise access to and re-use of research data generated by actions.

Participants in the Pilot will be invited to formulate a Data Management Plan (DMP). DMPs detail what data the project will
generate, whether and how it will be exploited or made accessible for verification and re-use, and how it will be curated and
preserved.

Participating in the Pilot is flexible in the sense that it does not mean that all research data needs to be open. Rather, projects
can define certain datasets to remain closed via a Data Management Plan (DMP).

Please note that participation in this Pilot does not constitute part of the evaluation process. Proposals will not be evaluated
favourably because they participate in the Pilot on a voluntary basis.

We wish to participate in the Pilot on Open Research Data in Horizon 2020 on a voluntary basis  ( Yes (¢ No

1
According to article 43.2 of Regulation (EU) No 1290/2013 of the European Parliament and of the Council, of 11 December 2013, laying down the rules for participation and
dissemination in "Horizon 2020 - the Framework Programme for Research and Innovation (2014-2020)" and repealing Regulation (EC) No 1906/2006.
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1. Excellence

1.1 Objectives

1.1.1 Motivation

This proposal aims at establishing a holistic framework for the protection against rogue UAV overflying critical
and high security infrastructures. Nowadays, the use of Unmanned Aerial Vehicles is becoming very popular,
trend supported by dropping priceisd more enhanced capabilities. This significant market penetration at all levels
(entry-level, toylike devices to middle and high level professional vehicles) calls for attention as it may be misused
in violating the law. Such misuse can be manifestarspaces that are protected and flights should be either fully
banned or performed under strict authorization.
CANARD provides a holistic framework for the detection and neutralization of unlawful UAVs that fail to comply
with the conditions discussed above and, possibly, intend to place the operation of a certain infrastructure |
jeopardy (destruction, operation discontinuation). CANARD features a very structured approach in dealing with the
identified risks by progressively exploiting all the elentococounter measures (ECM). Incident treatment in
CANARD is fully situation aware and handled according to the security concerns that it currently raises. This
perspective renders CANARD a truly universal mechanism for the protection against rogue Uidémnastisfy
a wide span of requirements for many different deployment scenarios.
CANARD is an innovative mukiaceted project with

X rigid requirementsiriven design,

x focused research, and,
X challenging integration efforts.

The involvement of endsersin the project from many different countries and domains of varying security needs
and technology adoption guarantees the right structuring of project efforts and successful deliveries of intende
project outcomes. CANARD relies of a huge spectrum ofnmlolgies in order to exhaust every possible
countermeasure mechanism for improved system efficiency and utmost protection. Technologies like radar:
jammers, data fusion, GIS and even UAVs are further researched, advanced and integrated to deliver a coher
safety system that comes as a standard requirement in high security locations and restricted aerial zones.

1.1.2 Overview and Challenges

The CANARD project aims at providing a holistic approach to the mitigation of risks stemming from the
unauthorized flightof rogue UAVs close or within critical airspaces. CANARD combines and improves many
technologies to render the delivered solution highly efficient, scalable and easily applicable to a wide range of
locations with permanent or serpermanent operationsSCANARD uses the same mobile assets that is polices
i.e.,unmanned aerial vehiclesAn innovative feature is the use of a friendly, sentry UAV (SUAV) that patrols the
critical airspace and raises early warnings whenever an alarming incident occurs (intrusion detection). The SUA
not only carries detection technologies that are drastiealhanced by the project to become mobile/airborne but
also carries neutralization components that can either drive the rogue device beyond the critical airspace or cat
its prompt and safe crash to avoid further implications. CANARD prioritizes thapdieation of risk mitigation
technologies which are engaged subject to the exact situation faced and the assessed criticality (full situatic
awareness). Not the entire CANARD arsenal is used for a certain incident. Instead a progressive activation
electronic counter measures (ECM) is preferred, thus, rendering the delivered solution highly scalable, efficient an
“green”. CANARD finds the right balance between protection, risk mitigation and energy expenditure. The applied
ECM is carefully tuned to ptect own (friendly) resources from malfunctioning while pursuing the neutralization
of the rogue device. A higlevel architectural view is depicted in Fig. 1.
In conclusion, CANARD establishes an extensive pool of technologically advanced components for detecting an
neutralizing rogue UAVSs in critical airspaces. CANARD shows how this blend of technologies can be efficiently
combined to maximize the critical infrastructure protection “yield” while maintaining the use of own resources at
rational levels. CANARD adopts a versatile, mobile, defensive “arm” by leveraging the UAV technology. The
Sentry UAV is an important asset in the project’s effort to maximize efficiency in many fronts (detection, energy
expenditure, etc.Overall, CANARD will involve:

X Mobile and fixed assets

X Multiple detection methods — combined through fusion techniques
x Multiple neutralization means — prioritized and engaged per case (full situation awareness)
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